: Office of
1 Information Technology

Service - Support - Solutions

Information Technology Transformation Plan

December 2012



Office of
Information Technology

OhidDAS

Service - Support - Solutions

Information Technology Transformation Plan

Revision History

Version | Date Description Revised By

1.0 11/7/12 | « Clarified Application types: Enterprise, Infrastructure, and K. Schafer
Proprietary.

» In Communications section, stressed employee opportunities.

» Reduced emphasis on Hackett Study.

Clarified on-going role of the MAC.

Clarified relationship between Service Desk, Field Support, NOC,

and Applications Service Desk.

Clarified the role of Transformation Office and Advisory Board

within the Executive Governance Committee.

11 11/30/12 | « Revised name of Central Planning subcommittee. V. Craig

1.2 12/11/12 | « Added Workforce Transformation subcommittee. K. Schafer/V. Craig
» Moved supporting documentation to Appendix.
» Revised section order.
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3.4 IT Transformation Proposed Savings Targets

1
OF
Conservative Optimistic Savings
Target Area Annual Cost Savings Estimate Estimate

% Amount % Amount
Consulting and Contract Services $178,700,000 20% $35,740,000 30% $53,610,000
Hardware and Software Maintenance $70,500,000 | 15% $10,575,000 | 25% $17,625,000
Telecommunications $46,100,000 | 20% $9,220,000 | 30% $13,830,000
Labor $277,800,000 15% $41,670,000 25% $69,450,000
Hardware and Software Cost Avoidance $42,100,000 | 15% $6,315,000 | 25% $10,525,000
Total $615,200,000 $103,520,000 $165,040,000

Table 3.4
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4 IT Transformation Subcommittee Specifics
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%A

Centralized
Management
Decentralized

Centralized
Management

Centralized

#%AS$

e #A! $

Decentralized
Management
Decentralized

Decentralized
Management
Centralized

IT Asset Management

Execution Execution

Execution Execution

Disaster Recovery

T

Business Continuity

IT Investment Planning

IT Service Desk

Network Engineering

Database Administration

Database Design

Data Center Operations

Enterprise Applications Delivery

Enterprise Architecture

Network Operating Center

0|00 0> 2> 0 0N

LOB Application Delivery

Server Management

Storage Management

T|T

Enterprise IT Contract
Management

LOB IT Contract Management

Firewall Management

T

IT Procurement

o

Desk Side Support

Project Management

Standards Development

Quality Assurance (IV&V)

Enterprise Security

IT Training

GIS
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Function

Centralized
Management

Centralized

Centralized
Management
Decentralized

Decentralized
Management

Centralized

Decentralized
Management
Decentralized

Execution

Execution

Execution

Execution

Bl/ Data Warehousing P A
Telephony P A
Mobile Communications P A
Enterprise Privacy P
Table 6.3
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7 Risk and Risk Mitigation

0

Area

! &

Risk

Initial funding levels needed to consolidate have been
identified but may need to be adjusted to deliver all the
initiatives planned.

The purpose of the fund is to address and support new
enterprise services. It involves technology and contracted
staff to address resource capacity issues.

Mitigating Tools and Techniques

Prioritize projects based on overall impact to the
organization, with weight given to projects with
highest potential cost savings.

Work with OBM and the legislature to re-invest a
percentage of savings.

IT consolidation and transformation will result in significant

Work with OBM to shift dollars from those

-IS-I' savings across the state. However, at the individual organizations with significant savings to those that
g agency level, some agencies may see increases in IT- may see increases.
o. related costs, while others see significant reductions.
= Incorporate in communications plan focus on
statewide savings to foster understanding of
individual agency savings variances.
As services are redefined, agencies may see that federal Work with OBM and federal partners to reallocate
dollars are subsidizing other services. In that case, some costs.
agencies IT-related expenses paid through General
Revenue Fund (GRF) may go up, while IT-related Work with OBM and the legislature to incent agencies
expenses associated with federal funding may go down. | to save—maintain appropriation levels and recognize
agencies who return unexpended funds to the GRF.
Many employees that are at or past retirement age may Review position descriptions/job responsibilities of
elect to retire and not go through the consolidation effort. employees eligible for retirement to determine
While headcount reductions are anticipated, recognition potential skill gaps and opportunities to share
should be given to the fact that many of these employees | resources across agencies until legacy applications
will likely be the sole support for legacy applications. are retired.
I'BI'I Establish employee exit strategies and document
g=l identified gaps made by retiring employees to close
g process/technology gaps and ensure knowledge
@D transfer.
3

Employees that have been with an agency for many years
may feel a sense of belonging to that unit. Pulling these
employees may result in morale issues and resistance.

Conduct personalized sessions with individuals/
teams coming into OIT. Continue/maintain multi-
agency team approach (MAC, ETA SC) to ensure
agency perspectives are included in decision-making
process.
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Area

Risk

Mitigating Tools and Techniques

Incorporate in communications plan expectations of
OIT management regarding role in culture change
and personnel transition tools as well as have
communications targeted specifically to concerns of
transitioning employees.

IT leadership in other agencies will likely lose some
degree of control and responsibility as a result of this new
direction and may undermine the initiative.

Incorporate in communications plan benefits that
offset this lack of control. Monitor “organizational
health” to gain knowledge of when this occurs and
immediately address with the leadership of the
agency or department.

Due to uncertainty, employees may seek other
employment opportunities outside the state. Unfortunately
when this occurs, the best employees are the most
marketable and the first to go.

Incorporate in communications plan the details of
employee impacts, including benefits to employees
and insight to proposed organizational leadership
structure.

Identify top performers and give them personal
attention. If allowable, small retention bonuses for a
select few individuals may show the state’s
commitment to them.

Employee unions will likely resist if the end state results in
fewer state employees.

Keep open communications with union leaders,
including promoting awareness of loss of employees
through natural attrition and regular progress updates
via the communications plan.

suonelado

Consolidation, standardization, and centralization will
require significant changes in technology. These changes,
no matter how well planned and executed, will result in a
degree of outages and availability issues.

Formalize and adhere to change management
policies and procedures.

Establish project plans associated with these
initiatives and link to business impacts.

Communicate project status and changes to the
customer to ensure critical business processes will
not be impacted and to provide awareness of
potential downtimes and how to report issues.

Conduct a risk assessment and architectural review
prior to the implementation of any major change.

System and network performance could be negatively
impacted. This could be real or perceived.

Establish system and network baseline performance
measures prior to consolidation or centralization.

Invest in network and system analysis tools to
monitor, track, and analyze network traffic.

Establish a means to report system/network
performance issues and provide reporting of
resolution to customers.
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Area Risk Mitigating Tools and Techniques
In order to consolidate and centralize systems and Establish zero tolerance policy with regard to risk of
applications, traditional security controls will require data loss or security exposure associated with this
change. These changes could have far reaching impacts, | initiative; do not move forward until the issue has
such as back-ups not running, network exposure to been resolved.
% outside security threats, and so on.
o)} Establish internal working agreement among OIT
%, management to recognize that consolidation and
< centralization of technology systems and services is
not an operational initiative, but a joint effort that
should not proceed without consensus from both
operational and security professionals.
Once consolidated, customer may see lower levels of Agree prior to consolidation on Service Level
service in some areas (perceived or real). Agreements and performance metrics to track OIT’s
ability to deliver on those agreements and
communicate agreements to agencies.
9 Establish a unit within OIT that is dedicated to the
0 needs and advocacy of each customer.
o
g Train and tool the service desk so that 65% to 75% of
= all customer inquiries can be resolved on initial
contact.
Formalize problem, incident, and escalation
processes to ensure timely response to the customer.
Non-compliance with federal rules and guidelines could Promote awareness of OMB Circular A87, Federal
A | jeopardize federal funds. Tax Guidelines 1075, and Health and Human
‘_8 Services (HHS) requirements concerning Health
c Insurance Portability and Accountability Act (HIPAA)
% privacy and security to OIT operational, financial, and
< security professionals to avoid issues of this nature.
o) After products and services are standardized, some Thoroughly document standards and the approach
= vendors may lose state business. These vendors will used to establish that standard.
@, likely approach the Governor’s office and/or the legislature
S | concerning what they perceive to be unfair business Publish these standards on the OIT web site and
5 practices. send proactive communication to vendor community.
=
(9]
>
®
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Department

w/‘\

Department of Job and Family Services

$66,760,371.51

$68,432,394.28

$68,846,972.14

$67,698,851.05

$70,511,148.80

Department of Administrative Services

$31,755,391.20

$30,744,422.40

$30,032,596.84

$30,124,276.26

$31,562,194.83

Department of Public Safety

$20,273,667.44

$20,623,559.05

$20,318,169.44

$20,085,648.89

$21,271,110.35

Bureau of Worker's Compensation $24,253,308.80 $24,136,079.59 $21,545,874.65 $18,561,361.81 $18,630,393.60
Department of Transportation $16,226,838.46 $16,534,852.02 $16,599,252.97 $17,135,730.25 $17,849,334.50
Department of Taxation $15,996,387.73 $15,855,021.07 $15,356,471.05 $14,529,645.01 $14,975,171.79

Department of Health

$9,615,681.18

$9,533,380.25

$9,347,292.69

$9,266,411.97

$9,704,021.63

Department of Education

$9,030,168.27

$9,691,634.66

$9,375,313.88

$8,411,407.49

$8,354,198.48
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Department

Department of Rehabilitation &
Correction

$7,501,543.51

$7,225,063.10

$7,411,148.71

$7,671,872.42

$8,289,231.35

Department of Mental Health

$9,008,153.03

$7,995,493.61

$7,978,979.49

$7,475,615.15

$7,767,877.63

Department of Developmental
Disabilities

$5,438,497.65

$5,330,482.12

$6,053,745.56

$6,144,036.35

$6,754,597.59

Environmental Protection Agency

$5,855,221.06

$5,962,489.64

$6,162,944.97

$6,242,204.76

$6,458,142.06

Office of Budget and Management

$1,700,168.42

$4,434,224.80

$5,843,946.38

$5,734,938.42

$6,017,155.54

Department of Natural Resources

$5,361,887.22

$4,758,580.09

$4,914,988.35

$5,179,628.73

$5,413,084.51

Rehabilitation Services Commission

$5,403,166.91

$5,362,137.44

$4,941,153.83

$4,406,697.77

$4,456,927.75

Attorney General

$4,553,390.05

$4,481,619.04

$4,297,899.79

$4,138,243.43

$4,403,551.38

Department of Commerce

$4,294,106.16

$4,248,557.50

$4,161,122.15

$3,742,287.46

$4,029,904.07

Auditor of State

$3,031,836.56

$3,197,734.77

$3,405,156.76

$3,420,694.88

$3,740,263.27

Ohio Lottery Commission

$3,552,958.58

$3,567,888.48

$3,356,746.73

$3,392,109.25

$3,394,281.06

Industrial Commission of Ohio

$3,408,212.68

$3,154,286.70

$3,185,116.15

$3,169,551.56

$3,324,214.00

Department of Youth Services

$2,339,978.90

$2,270,666.90

$2,525,852.75

$2,439,212.53

$2,619,733.24

Public Utilities Commission of Ohio

$2,757,135.52

$2,780,937.26

$2,644,895.34

$2,302,872.81

$2,394,378.68

Department of Insurance

$1,631,175.19

$1,743,455.13

$2,062,925.92

$2,014,146.11

$2,079,357.30

Treasurer of State

$1,482,611.82

$1,554,267.30

$1,489,229.22

$1,589,617.26

$1,749,581.88

Development Services Agency (Ohio $2,003,527.48 $2,077,894.42 $2,085,864.30 $1,766,374.36 $1,669,635.45
Department of Development)
Alcohol & Drug Addiction Services $1,358,978.75 $1,239,777.96 $1,319,948.82 $1,320,351.06 $1,381,462.73

Secretary of State

$1,344,559.12

$1,339,619.31

$1,405,056.39

$1,258,549.93

$1,293,338.04

Ohio Department of Aging

$1,378,809.49

$1,428,303.80

$1,349,582.96

$1,132,013.88

$1,140,847.55

Department of Veterans Services $261,243.88 $720,809.77 $748,448.50 $870,885.64 $992,827.19
Ohio Library Board $916,452.18 $934,778.53 $921,989.59 $888,907.33 $952,309.26
Ohio Housing Finance Agency $525,622.43 $626,756.53 $640,858.76 $694,267.66 $790,338.21
Board of Regents - Agriculture $707,571.77 $680,189.71 $646,167.76 $672,287.99 $699,459.58
Adjutant General $576,774.60 $579,069.11 $516,341.52 $581,922.07 $604,036.56
Ohio School Facilities Commission $362,345.01 $421,343.00 $444,507.10 $434,098.44 $452,897.25
State Board of Pharmacy $396,176.30 $398,871.98 $375,190.14 $383,420.08 $329,302.70
Ohio Public Defender $224,037.76 $262,984.36 $250,925.73 $285,565.06 $325,683.63
Board of Nursing $217,836.82 $222,087.20 $224,979.10 $224,142.78 $237,601.33
State Medical Board of Ohio $209,026.59 $212,209.23 $216,498.09 $213,615.96 $224,374.98
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Department

Ohio School for the Deaf $176,501.31 $190,353.20 $192,368.70 $188,570.77 $201,504.39
eTech Ohio Commission $103,525.76 $113,558.69 $120,156.31 $116,455.92 $118,887.33
Ohio Expositions Commission $106,825.10 $106,297.11 $108,077.87 $108,158.70 $115,235.50
Ohio Ethics Commission $73,230.53 $86,223.03 $94,727.41 $94,933.97 $102,677.86
Tax Appeals Board $80,553.59 $79,843.22 $84,866.26 $83,532.04 $87,690.45
Ohio Arts Council $161,622.29 $161,149.89 $79,336.41 $78,300.27 $84,341.37
Ohio State School for the Blind $82,579.01 $85,150.63 $87,091.66 $79,908.31 $80,758.83
Ohio Civil Rights Commission $235,593.42 $235,474.37 $217,651.25 $125,409.97 $74,013.64
State Board of Cosmetology $0.00 $13,417.26 $108,456.91 $68,089.63 $73,002.06
Ohio Legal Rights Services $141,568.17 $106,826.70 $111,952.07 $57,283.28 $63,775.83
Ohio Veterans Home $449,516.27 $0.00 $0.00 $0.00 $0.00
Ohio Tuition Trust Authority $0.00 $0.00 $0.00 $3,085.86 -$2,759.76
Grand Total $273,326,335.48 | $275,942,216.21 | $274,208,839.37 | $266,607,192.58 | $277,843,097.25
Table 8.2.1
)

6))
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Employees Eligible for Retirement

Department Name Within Within
1Yr 5Yrs

Bureau of Worker's Compensation 28 11 39 78
Department of Administrative Services 37 14 56 107
Department of Commerce 6 6 12
Department of Developmental Disabilities 2 1 12 15
Department of Education 11 1 10 22
Department of Health 8 3 9 20
Department of Insurance 2 1 3
Department of Mental Health 10 5 14 29
Department of Natural Resources 4 4 6 14
Department of Rehabilitation & Correction 7 4 12 23
Department of Taxation 14 9 35 58
Department of Transportation 18 9 41 68
Department of Veterans Services 1 1 2
Department of Youth Services 2 4 6
Development Services Agency (Ohio Department of 2 5 7
Development)

Environmental Protection Agency 13 4 8 25
Industrial Commission of Ohio 2 8 10
Office of Budget and Management 1 9 10
Department of Aging 1 1 2 4
Department of Agriculture 1 1
Department of Job and Family Services 63 21 104 188
Department of Public Safety 19 10 34 63
Ohio Housing Finance Agency 2 2
Ohio Library Board 1 3 4
Ohio Lottery Commission 7 3 8 18
Ohio Public Defender 1 1
Public Utilities Commission of Ohio 4 2 6
Rehabilitation Services Commission 3 1 7 11
State Board of Pharmacy 2 2
State Medical Board of Ohio 1 1 2
Tax Appeals Board 1 1
Grand Total 264 107 441 812

Table 8.2.2

8.3 Other Concerns
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Appendix A: Organizational Observations
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Appendix B: Virginia’'s Information Technology
Association (VITA) Federal Issues and Results
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Appendix C: Financial Baselines

Table 6.1.1b

*44 %
H4 OF
H4 ‘A !
F
84CC,, 8)C),4 8)C),6 477, ))C, 1?7,
17, 8H), 81, 8ON, 1
% (
% Q 0 H E
1 1
0 H E
70Q, 70>, 79*,  8<7, BAE

% 0 -%
Account Code Account Description

524205 CABLE CONSTRUCTION
565101 CENTREX PYMNTS-PRINCIPLE(RPTC)
565103 CENTREX PYT-TELE-PRV CAR(RPTC)
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534502 COMM EQ/FIXED STATION RADIO
534501 COMM EQ/PORTABLE RADIO

526603 COMM EQUIP PTS-UNREG BY PUC
570600 COMMUN DESIG & IMPLEM(DAS&DHS)
526601 COMMUNICATION EQUIP REPAIR REG
526602 COMMUNICATION EQUIP SRV UNREGU
595803 COMPUTER LOANS

562501 DATA & WORD PROCESSING

562506 DATA PROC EQUIPMENT RESALE/
526702 DATA PROCESSING EQUIPMENT REPA
526701 DATA PROCESSING EQUIPMENT SERV
527101 DATA PROCESSING EQUIPMENT-RENT
565000 DATA PROCESSING SERVICE(RPTC)
521105 DATA PROCESSING SUPPLIES&EQUIP
537400 DESKTOP & NOTEBOOK HARDWARE
571106 DP TELE PERMANENT SOFTWARE
577001 DP&TELECOM PER SW LICEN(CAPIT)
571103 DP/TELECOMMUNICATIONS EQUIPMT
537100 INFO TECH PERMANENT SOFT LIC
537101 INFORMATION TECHNOLOGY EQUIP
526704 LARGE COMPUTING MAINTENANCE
577002 LARGE COMPUTING SYS (CAPITAL)
571107 LARGE COMPUTING SYSTEM

537200 LARGE COMPUTING SYSTEMS

534002 LEASE/PURCH COMM EQUIP INTST
534001 LEASE/PURCH COMM EQUIP PRIN
537002 LEASE/PURCH DATA PROC EQP INT
537001 LEASE/PURCH DATA PROC EQP PRIN
577003 MAINFRAME PROPRIET SW(CAPITAL)
526705 MAINFRAME PROPRIETARY SOFTWARE
537300 MAINFRAME PROPRIETARY SOFTWARE
571108 MAINFRAME PROPRIETARY SOFTWARE
565302 MISC PTC NEC REPLACE

565301 MISC PTC NEC SERVICE

534103 NETWORK EQUIPMENT

534104 PAGERS

537500 PERSONAL COMPUTER SOFTWARE
570701 PERSONNEL PS-CAPITAL DATA PROC
517195 PPS-TELECOMMUNICATIONS TRAVEL
412502 PU EXTX TELEPHONE & TELEGRAPH
517101 PUR PER SER-TELECOMMUNICATIONS
517001 PUR PERS SER-DATA PROC PERSON
430024 REV DATA PROCESSING SERVICES
527104 SOFTWARE LICENSE (SET-TERM)
526703 SOFTWARE MAINTENANCE

521106 SOFTWARE PACKAGES

514906 TECHNICAL SUBSCRIPTIONS

534102 TELE & CENTRAL SYS WIRELESS
534101 TELE & CENTRAL SYSTEMS WIRED
517003 TEMPORARY SERVICES-DATA PROC
527103 TERM SOFTWARE LICENSE

517095 TRAVEL-DATA PROCESSING PPS
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Account Code Account Description
570795 TRAVEL-DP-PUR PER SVC(CAPITAL)
524202 WIRED TELECOMM CONTRACTED SVCS
524203 WIRED TELECOMM NOT REGULATED
524201 WIRED TELECOMM REGULATED
524204 WIRELESS TELECOMMUNICATION
527102 WORD PROCESSING EQUIPMENT-RENT
Table C1
*4 4 H- > .
OF ! 4
3477, ))C, ;?* 17, 8H),
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% Q 6)4

*44 % Q

% 0
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Appendix D: Transformation Case Studies
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Appendix E: IT Job-Related Class Codes

" (

Class Code Job Family Title Centralized Mgt.
6618 Assistant EDP Auditor N
6271 Business Analyst N
6712 Business Continuity N
6996 Business Process Analyst N
6333 Business Transformation Analyst N
6417 Computer Acquisition Analyst Y
1237 Computer Operator Y
6717 Data Administration Management N
6415 Data Base Analyst N
1235 Data Control Technician N
1234 Data Librarian Y
1232 Data Processor N
1238 Data Security Y
1231 Data Storage Y
1239 Data Systems Coordinator Y
6413 Data Systems Management Y
1282 Data Systems Scheduler N
1236 Data Technician Y
6995 Database Administration Specialist N
6741 Forensic Computer Specialist N
8577 GIMS Specialist N
8567 GIMS Technician N
5245 Highway Patrol Communication Technician N
6992 Information Technologist Y
6416 Information Technology Consultant Y
6714 Information Technology Quality Control Analyst Y
6993 Infrastructure Specialist Y
6642 Internal EDP Auditor Y
6997 IT Architect / Consultant Y
6418 Minicomputer Operations Y
6713 Network Administration Y
6719 Network Services Y
6414 Programmer Specialist N
6338 Project Manager N
6994 Software Development Specialist N
6412 Systems Analyst Y
6419 Systems Programmer Y
6469 Technology Based Trainer N
5249 Telecommunications Analyst Y
6651 Telecommunications Billing Analyst N
5248 Telecommunications Network Y
5252 Telecommunications Operations Y
6711 Telecommunications Systems Analyst Y
5241 Telecommunications Technician Y

Table E1
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Appendix F: IT Service Management
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Operational Excellence Customer Satisfaction
(Derived Internally) (Derived from Feedback)
First Call Resolution Knowledge of central IT Staff
Re-Opened Tickets Adequate Follow-Up
Number of Active Incidents Overall Time to Resolution
Speed to Resolution Clear Communication
Follow-Up Rate Number of Transfers
Queue Time Resolved Within Desired Time Frame
Call Abandon Rate Overall Satisfaction Level

Table F1
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Client Support Model
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Managed Client Environment
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